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END TERM EXAMINATION
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: -314 Subject: Computer Network &
e g Information Security

Time: 3 Hours Maximum Marks:75

Note: Attempt five questions in all including Q. no.1 which is
compulsory. Selqct one question from each unit.

iR 4 5x5=25
Q1 Answér aﬂl_\l_g of the following; [ ]

What is a Denial of Service (DoS) attack, and how can it impact a
network? Discuss common mitigation techniques? [5]
. U seloIILeCcinIquces

at is the difference betwé—c—;i; symmetric and asymmetric encryption
algorithms? Explain with example. [S]

<

Describe the concept of a Virtual Private Network (VPN) and.its role in

7 securing network communications. [5]
\A a Man-in-the-Middle (MitM) attack? Describe-the techniques

used and how to prevent them [5]

(e) Describe the principles and advantages of using a strong password
policy to enhance network security? [S]

\(}//E;(plain the working of Digital Signature Scheme? [S]

.@ UNIT-I
Q
Q2 _(a) What is Infoma@Securﬁy and explain its attributes in detail.[6]

(b) What is theg\ézr)icept of network access control? Discuss the various

technique d technologies used for network access control? [6.5]

Q3 /hat is Cipher? Differentiate between stream and block ciphers.[6.5]

Wte r't notes on: (any two)

[2x3=6]
n Horse

[2.5x3=7.5]

(5] Explain RSA algorithm with an example? 5]
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tography principles and its applications.[6]
c of message authentication? [6.5]
3 ﬂ{—l;'a‘;”"‘ SR PN im'r-m
"‘r:.""i"a.“‘»ﬂS;‘x«‘\.w 5 ,‘a')“ k-
, briefly Internet Control Message Protocol? [3.5]
| Wrife short notes on: e [3x3=9]
. @IP Spoofing
ai) Buffer Overflow
i) eardrop Attacks !
~ (a) Explain in detail TCP session hijacking with the help of diagram.[6]
~ (b) Describe the concept of a Virtual Private Network (VPN) and its role in
- securing network communications. [6.5]
UNIT-IV \&
\Explain the architecture of Simple Network Manage otocol and its

components? [12.5]

.' ” [2x3=6]
Requi}femen@ _ o

f firewalls? [6.5]
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